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User and Security Administration &/ R &£ &8

The Security menu provides access to the functions within SupplyWeb that allow
you to manage the user accounts within your organization. Only Administrator
Users such as the one created in the registration process have access to
manage users. The administrator assigns each user an ID and password that
can be used to log in to SupplyWeb.
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The admin also assigns each user a role and optionally a restriction group. The
roles and restriction groups ensure that users can access the components of
SupplyWeb for the companies and locations for which they are responsible.
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Roles fift

User security within SupplyWeb is based on roles which are predefined access
groups. Administrators may use the existing role templates within SupplyWeb or
user-defined roles may be created. Every user except for Administrators must be
assigned a single role however a role may be assigned to multiple SupplyWeb
users.
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To view or create Security Roles in SupplyWeb, select the Security->Define
Roles link from the navigator.
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New roles can be created by clicking the New button under User-defined roles.
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Roles provide access to SupplyWeb functionality at two levels:
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Categories - Categories correspond to the main menu tabs in SupplyWeb. If a
category is selected within the role, users assigned the role have
access to the category on the menu tab.
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Modules - Each category contains several modules that can be individually
added or removed from a role. These modules correspond to the
submenu items and task variations of the submenu items.
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For new roles, enter the role name and then select the Categories / Modules you
wish to grant access to before submitting your changes. Any changes you make
to a role will affect every user assigned to that role.

Page 3 of 7

SupplyWEB — Supplier Training — User Administration Magna International — 2010



SupplyWEB - Supplier Training

R, MAMRTGRAIR, RIFEFD TG IZAM ORI R XA
AT =R E Tz i A -

- Ay When creating a new User-defined role, you may copy the settings
% from an existing template.
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Restriction Groups FR#4H

Restriction groups are an optional user attribute that defines which Customers,
Facilities, Ship Tos and Ship Froms an individual user can access. If a user does
not have a restriction group, they can access all of these in SupplyWeb. Changes
in the restriction group affect every user assigned to that group.
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To view or create Restriction groups in SupplyWeb, select the Security->Define
Restrictions link from the navigator.
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All of the Restriction groups will be listed with the option to edit them with the
pencil or to create a Restriction group with the New button.
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When creating a new Restriction group, you must enter a Name to identify it
before you may continue. Restrictions are assigned to the group by selecting the
pencil beside the entity you wish to control. In order to limit access at the Facility
or Ship To level you must also setup restrictions at their parent levels.
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Restrictions are setup by moving the named items to or from the Allowed list with
the arrow buttons between the lists. Click Submit to save the settings.
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Users can be added, deleted or edited by selecting the Security->Define Users
link from the navigator.
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SupplyWeb will provide you a list of all the users that exist under your company.
You can easily see from the list which users are administrators versus standard
users. You can edit the user by clicking the pencil icon to the left of the user or
create a new user with the New button.
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When creating a new user you must provide details in the fields marked with a
star. Here are some simple rules to follow:
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e User Types should be set to Contact and User in order for Supplyweb to
give notifications to users for subscribed events.
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e Passwords must be at least 6 characters long.
TR EN 6 L.

e Settings relating to User Preferences only affect this user.
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e Valid Work Emails must be specified.
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Once you have entered the mandatory information within the User Profile screen
you can save the user by pressing the Submit button.
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